Outreach, Threat Intelligence, and Communication Tools

Name Industry Description Contact
Delaware Information | Government, DIAC shares threat information dediac.org
and Analysis Center Education, Healthcare | with the Critical Infrastructure
Energy, and Community in Delaware.
Emergency Services
BitSight All Industries Security rating service. Measure bitsight.com/

and continuously monitor third-
party security controls to align with
your risk tolerance and objectives.

Cybersecurity and
Infrastructure Security
(CISA) Vulnerability
Catalog

All Industries

List of actively exploited
vulnerabilities CISA maintains and
should be patched as quickly as
possible

https://www.cisa.gov/kno

whn-exploited-
vulnerabilities-catalog

Electricity Information
Sharing and Analysis
Center (E-ISAC)

Energy

EISAC and their members shares
threat information with the energy
sector.

https://www.eisac.com/

Federal Bureau of
Investigation (FBI)

All Government
Private Sector

Provides Situational Information
Report — Cyber Alert

https://www.cisa.gov/
stopransomware/official-
alerts-statements-fbi

Financial Services
Information Sharing
and Analysis Center
(FS-ISAC)

Financial Services

Member-driven organization
formed by critical infrastructure
owners and operators to share
information between an industry.

https://fsisac.com

Homeland Security
Information Network

All Government
International Partners

Official system for trusted sharing
of sensitive but unclassified

https://dhs.gov/how-join-
hsin

(HSIN) Private Sector information.
InfraGard All Critical Partnership between FBI and www.infragard.org
Infrastructure, members of private sector for
Government, Private protection of U.S. Critical
Industry, Education Infrastructure.
Law Enforcement
Multi-State State, Local and Tribal | Member-driven organization https://www.cisecurity.org

Information Sharing
and Analysis Center
(MS-ISAC)

Governments

formed by critical infrastructure
owners and operators to share

information between governments.

/ms-isac/

National Security
Agency

All Industries

Security guidance, ransomware
investigations,

www.nsa.gov

United States
Computer Emergency
Readiness Team (US-
CERT)

All industries

National Cyber Awareness System
that includes current activity,
alerts, bulletins and analysis
reports.

https://www.cisa.gov/usce
rt/https://www.cisa.gov/
uscert/ncas/alerts
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